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Abstract— Sensitive personal information is at risk of
exposure by the institutions it is shared. Institutions are
responsible for preserving the privacy of the personal data they
hold, even more so, in the case of sensitive data. ICIS, a model
for context-based identification and classification of sensitive
personal information, considers the context to identify personal
data in unstructured texts of government type documents,
regardless the size and type, and then classify each text segment
as sensitive personal information, using natural language
processing and machine learning techniques. ICIS not only
indicates whether a text segment contains sensitive information
or not, it also indicates personal data identified in each text
segment, their location in the document and whether each text
segment is classified as sensitive information. The main
contributions of this work are both the identification of personal
data and the classification of sensitive information based on the
context, and the definition of sensitive personal information, in
computational terms.

Organizations must ensure the confidentiality of the personal
information for which they are responsible, according to its level of
sensitivity, value, and criticality [1], [2]. Personal data, in general,
are those concerning an identified or identifiable natural person [3].
Sensitive personal data are a subset of personal data that refer to the
most intimate sphere of its holder, or whose misuse may give rise to
discrimination or entail a serious risk to it, such as racial or ethnic
origin, present or future state of health, genetic information,
biometrics, religious, moral, philosophical beliefs, political
opinions, and sexual preferences. Sensitive personal data are subject
to specific processing conditions, as they require robust protection
[4], [5]. In Mexico, the laws that regulate the processing of personal
data carried out by public and private institutions, establish high
penalties, and in the case of sensitive personal data, the penalties
can be increased up to twice [6]. Many NLP and ML techniques
have been used for sensitive personal data classification [7], [8], [9],
[107, 117, [12].
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ICIS identifies 55 personal data types and classify them as
sensitive information, in unstructured texts of government
documents, where the writing style is formal and the documents
vary in types and sizes. ICIS identifies the different personal data
types in each text segment of a document using natural language
processing (NLP), then vectorizes the personal data found in each
text segment, and classifies each vector as sensitive personal
information using machine learning (ML). Both identification and
classification are completely related to the context of the speech.

In the identification process, NLP helped to contextualize each
type of personal data, which were also identified by the grammatical
pattern where they were found. ICIS analyzed not only the word or
regular expression match, but also the grammatical pattern in the
text segment where the data was found.

For the classification process, ICIS considered the personal
context of the text segment. If a text segment contained sensitive
data which was not related to a particular person, it was not
classified as sensitive information. To be classified as sensitive
information, there must be sensitive data related to a particular
person. Four personal data classifications were proposed for each
text segment, if it contains: identifiers (PID), personal data (PD),
sensitive personal data (SPD, and sensitive unit data (SUD). With
these data classification results, sensitive information classification
rules were proposed to define, in computational terms, what
sensitive personal information is (1).

SPI=SUD V PID N\ SPD 6))
where:
SPI: Text segment contains sensitive personal information
SUD: Text segment contains sensitive unit data, like Id numbers
that may contain sensitive information within their formats.
PID: Text segment contains identifier personal data, like person
names.
SPD: Text segment contains sensitive personal data.



Machine learning algorithms performances evaluated for the
four personal data classifications were excellent, nB was the best.
For the sensitive information classification, the DT algorithm
performance was the best.

ICIS can be used as a system component. A path is the input; a
json structure with the personal data findings, and the classification
results for each text segment in the document, is the output.
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