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Abstract—The Unmanned Aerial Vehicles’ (UAVs) capability
to respond to people’s needs accounts for their pervasiveness.
UAVs with extended functions and capabilities when supplied
with communication equipment can be deployed to appropriate
places in the field to supplement the networks operate more
efficiently and in vital missions such as infrastructure monitor-
ing operations. To be effective, an UAV must interact securely
with its network’s entities, such as ground control stations,
other UAVs, air traffic control systems, and navigation satellite
systems. UAVs are exposed to a dangerous and costly world of
cyber dangers as a result of cyber technology and connections.
The UAV and the Ground Control Station (GCS) exchange
information using communication lines, which are vulnerable
to cyber attacks. The Micro Air Vehicle Link (MAVLink)
protocol is a widely used lightweight communication protocol
for enabling communication between UAVs and GCSs. It carries
information about the UAV’s condition as well as commands
for control from the GCS. Although widely used, the MAVLink
protocol lacks sufficient security measures and is susceptible to
various types of attacks. In the current study, a new stream
cipher method with low duty cycles is proposed for protecting
data in UAVs and is compared with existing security algorithms
on basis of various factors. The research findings’ show that by
including the suggested method into MAVLink, it is possible to
maintain both message secrecy and battery life for a resource-
constrained UAV.

Index Terms—Unmanned Aerial Vehicles (UAVs), Com-
munication Security, MAVLink, Stream Cipher, Internet of
Things(IoT)

I. INTRODUCTION

Unmanned vehicles are autonomous, easily programmable
technologies that can complete tasks with or without human
aid. UAVs often interact with a GCS wirelessly, which
controls their actions and monitors their status. They however
are susceptible to a variety of cyber threats including mes-
sage manipulation, injection, GPS spoofing, and jamming.
Security is of the utmost significance in such networks
as critical information may be transferred between various
network entities. MAVLink is a widely adopted message
serialization protocol for UAVs that was introduced in 2009
by Lorenz Meier under the LGPL license. MAVLink enables
two-way interaction between the GCS and UAV. Additionally,
by double-checking the header’s checksum, it guarantees
message integrity and reliability. MAVLink protocol has
weaknesses and is susceptible to numerous attacks, including
denial of service, spoofing, and message forging attacks,

despite its widespread use [1]. The primary reason for these
problems is that the protocol doesn’t use any encryption or
security measures. In this work, we aim at enhancing secure
MAVLink communication between UAVs and GCSs. As a
result, hostile attacks can be reduced. UAVs have historically
been employed primarily in defense operations, although they
are increasingly widely used for scientific, commercial, and
recreational purposes. Corporations like Amazon and Google
intend to deploy UAVs for the delivery of products and
services [2]. Potential dangers and security issues also start to
emerge with the development in UAV utilisation. UAVs may
be simpler to hack because of their rapid and simple setup
requirements, frequent usage of unencrypted communication
and data transfer, and many accessible ports. A lot of the
security processes and technologies are now being designed
without performing an adequate threat analysis. Utilizing
insecure devices runs the risk of causing the unauthorised
disclosure of sensitive data.
The aim of this work is to recommend a lightweight, low-
power stream cipher scheme for protecting data transferred
between UAVs and GCS. In order to produce keys, we
develop a new keystream generator that takes into account the
need for a higher security level and less difficult procedures.
The generated keys are used for encrypting the information.
The primary contributions of this study are as follows: We
we provide a novel strategy for maintaining the privacy
of information passed between GCS and UAV. In order to
demonstrate the viability of the method and to apply the
protective measures in software in the loop simulator with
MAVLink, we then designed a case study. We then examine
our suggestion’s performance to evaluate the technique’s
effectiveness using five benchmark tests. The remainder of
this article is structured as follows: Section II contains a
summary of the literature review. The proposed keystream
cipher is described in Section III. The implementation and
comprehensive simulated experimental findings are presented
in Section IV. In Section V, we present concluding remarks.

II. LITERATURE REVIEW

The literature review of how UAVs can be easily inter-
cepted, manipulated and interrupted [3] and their countermea-
sures provided by various researchers is summarised below.

TENCON 2023 - 2023 IEEE Region 10 Conference (TENCON)
31 Oct - 3 Nov 2023. Chiang Mai, Thailand

WedA2XP.5

979-8-3503-0219-6/23/$31.00 ©2023 IEEE 272



An attacker can take advantage of the flaws in each compo-
nent of a multi-vector attack, but the overall result might
be disastrous. Onboard flight controllers, ground control
systems, sensors, actuators, wireless data links, and routing
infrastructure can all pose security risks to UAVs. The three
types of attacks can be grouped according to the vulnerability:
attack on wireless, hardware, and sensors [4]. An attacker
can directly access the UAV autopilot components through a
hardware attack. While a sensor spoofing attack uses the on-
board GPS channels to inject or transfer fake data, a wireless
attack uses one of the wireless communication channels to
carry out the attack. While the UAV is in use, an attacker can
conduct attacks from a great distance. Intentionally disrupting
a communication link while using a UAV to film an Aus-
tralian triathlon is one example of a UAV attack [5]. Another
contentious episode had Iranian soldiers claiming to have
an RQ 170 Sentinel. According to one explanation, Iranian
soldiers disrupted GPS and UAV satellite communications,
making it simple to attack the GPS system using sensor
spoofing [6]. On the other side, the sensors are constrained
by storage and power issues, which reduce the effectiveness
of the transmission. Use of portable encryption technology is
one potent way to overcome the aforementioned restrictions
and achieve excellent security. In recent times, Panagiotou et
al. [7] recommended the use of stream ciphers as a simple
cryptography method for private information in IoT devices.
In work by Salami et al. [8], by recommending a light-weight
encryption method based on identity that does not need a
certificate for protecting communicating information between
the homeowner and smart items in the house, resource-
constrained smart home equipment was relieved of its secu-
rity issues. Recently, Panagiotou et al. [7] developed symmet-
ric cryptography for texts, photos, and electronic data applica-
tions in Internet of Things systems, based on the Advanced
Encryption Standard (AES). Hammi et al. [9] suggested a
light-weight IoT authentication system based on elliptic curve
cryptography by adopting OTP as an authentication method,
which prevents the reuse of passwords by generating a new
one for each authentication session. Lately, Kponyo et al.
[10] have suggested resource-constrained IoT devices a host-
based and light-weight DoS anomaly detective and defence
system. Their strategy focused on addressing DoS attacks
on Internet of Things systems. The MAVLink protocol is
vulnerable to a variety of attacks, such as message injec-
tion, in which a malicious party inserts untrusted MAVLink
messages into the channel of communication between the
UAV and the Ground Control Station (GCS). The behaviour
of the UAV can be changed by an attacker by introducing
malicious messages. Message manipulation entails changing
the content of genuine MAVLink communications, much like
message injection. An attacker can trick the UAV or GCS into
acting incorrectly and cause possibly harmful or unintended
consequences by altering crucial parameters or orders. Replay
attacks include intercepting MAVLink communications sent
back and forth between the GCS and the UAV and then
playing them back to trick the system. The attacker can cause
repetition or system disturbance by forcing the UAV to carry
out the same operations repeatedly by repeating previously
captured communications. The unintentional interception and

observation of MAVLink signals constitute eavesdropping.
An attacker can obtain sensitive information, such as mission
specifics, telemetry data, or system vulnerabilities, by inter-
cepting the transferred communications and using it for later
exploitation. For MAVLink’s security, various solutions have
been created. For message authentication and encryption of
MAVLink data between UAV and GCS, the authors employ
the Caesar cypher [11]. One of the study’s weaknesses is
the absence of its outcomes. Another drawback of their
work is that the secret Key is transmitted in plain text.
Moreover, no empirical evaluation of the study has been
done. In [12], the author proposed employing cryptographic
encryption for authentication to ensure data integrity. Yet,
these two investigations are only hypotheses. In [13], the
authors strengthened the security by including a further layer,
which shields the whole packet. To protect the MAVLink
communication system, more investigation has been con-
ducted. Unfortunately, the majority of the study is still in
its development or consists of of hypotheses. In [14], the
authors provided a MAVSec mechanism to secure MAVLink
communication. They compared the four encryption methods
RC4, ChaCha20, AES-CBC, and AES-CTR. Their research
indicates that ChaCha20 looks to be outperforming its rivals.
However, with their method, they just encrypt the payload
messages. The packet is identical for the rest of it. In order
to enable safe MAVLink protocol connection, we integrate
the encryption method into the source code of the UAV in
this study.

III. PROPOSED KEYSTREAM CIPHER

In this section, we propose a novel keystream cipher
algorithm for securing communications. We use this for our
experimentation and prove its randomness using five bench-
mark tests. In order to create a novel keystream for raising
security, the basics of the ChaCha20 have been researched.
UAV communications are encrypted using the generating
keys. The new strategy consists of 10 rounds which makes a
Lightweight Stream Cipher, described in Algorithm 1 and is
summarized into:

• ChaCha20 changes the rotation method (16, 12, 8, and
7) to a variable constant from a fixed constant based
on a random value (y0, y1, y2, and y3), in each round,
depicted in Algorithm 2.

• There has been a change in the application order of
the QRF (for inputs updating) in the diagonals form
following the columns form to zigzag form followed
by alternate form depicted in Figs. 1 and 2. This new
updating process order causes a greater dissemination of
inputs, which raises the complexity of defence against
attacks.

For encryption, 512 bits of generated keystream (Algo-
rithm 1) is XORed with the UAV payload.

IV. EXPERIMENTAL RESULTS

In this section, we will first discuss the implementation
of various algorithms in the system, then the standards for
evaluating the level of randomness of the keystream genera-
tor’s generated binary series[27] for the proposed algorithm,
and then we compare our alogrithm to existing algorithm
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Algorithm 1 Proposed Keystream Cipher Algorithm
Require: Key ∈ (0, 1)256, Nonce ∈ (0, 1)96, Count ∈

(0, 1)32, PlainText ∈ (0, 1)∗

Ensure: CipherText = ProposedKeystreamCipher(Key,
Nonce, Count, P lainText)

1: I ← Init(Key,Nonce, Count)

2: for a← 1 to
⌈

length(PlainText)
512

⌉
do

3: O ← I
4: for b← 1 to 10 do
5: O[0,1,4,8] ← QR(O[0,1,4,8])
6: O[5,2,3,6] ← QR(O[5,2,3,6])
7: O[9,12,13,10] ← QR(O[9,12,13,10])
8: O[7,11,14,15] ← QR(O[7,11,14,15])
9: O[0,4,1,5] ← QR(O[0,4,1,5])

10: O[8,12,9,13] ← QR(O[8,12,9,13])
11: O[2,6,3,7] ← QR(O[2,6,3,7])
12: O[10,14,11,15] ← QR(O[10,14,11,15])
13: end for
14: Sl← Serial(O + I)
15: for c← 1 to 512 do
16: CipherText[512(a−1)+(c−1)] ←

PlainText[512(a−1)+(c−1)] ⊕ S[c−1]

17: end for
18: I[12] ← I[12] + 1
19: end for
20: return CipherText

Algorithm 2 Proposed Keystream Cipher Quarter Function
Require: Four 32-bit integers (p, q, r, s)
Ensure: Updated Four 32-bit integers (p, q, r, s)

1: Let y0 be the first 4 bits of r
2: Let y1 be the first 4 bits of p
3: Let y2 be the first 4 bits of q
4: Let y3 be the first 4 bits of s
5: p← p+ q; s← (s⊕ p) <<< 16
6: r ← r + s; q ← (q ⊕ r) <<< 12
7: p← p+ q; s← (s⊕ p) <<< 8
8: r ← r + s; q ← (q ⊕ r) <<< 7

Fig. 1. Zigzag Form

Fig. 2. Alternate Form

Fig. 3. Block Diagram of Implemented System

integrated MAVLink and the original MAVLink for metrics.
The block diagram of implemented system presented in 3.

A. Setup

Ardupilot, a Software-In-The-Loop (SITL), which uses
the same autopilot and MAVLink communication protocol
as a real UAV, is used with a model UAV as the testbed
for the experiment. A virtual UAV’s use directly generalises
to a real UAV’s use. Without any hardware, we can fly a
helicopter, a plane, or a rover using the SITL simulator.
We have put together the Ardupilot source code in order
to add all the keystream cipher encryption techniques one
by one to the communication stream delivered between the
GCS and UAV’s. In addition, we used a C++-based GCS
application, Lorenz Meier’s open-source QGroundControl
ground station. In order to enable secure communication
between the Ardupilot and the QGroundControl, we also
added the keystream cipher encryption techniques one by
one to the QGroundControl. This allows it to decrypt the
received cipher stream and extract the genuine MAVLink
message. The GCS and the fictional UAV are connected
through a free GCS application called MAVproxy. We have
used the gazebo for simulations. A snapshot of the Ardupilot
simulation (UAV) is presented in 4 and a snapshot of
QGrounDControl simulation is presented in 5. To connect to
the SITL, we used the UDP protocol with desirable port. The
output is a keystream with good robustness. The proposed
keystream cipher’s time consumption in microseconds and
attack difficulty are examined with those of the standard
ChaCha versions (8), (12), and (20) [15]. The comparison
shows that the suggested keystream cipher outperforms the
common ChaCha of versions 8 and 12 with a very little time
increase of 1 to 2 microsecond as can be seen in Fig 6.
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Fig. 4. Snapshot of the Ardupilot Simulation

Fig. 5. Snapshot of the QGroundControl Simulation

B. Performance Evaluation

Using the five fundamental tests (benchmark tests), the
keystream generator’s randomness performance is assessed
as illustrated in Table I. This test, which is an empirical test,
only looks at the keystream generator’s output sequences.

The model’s outputs, which are keys with a simpler
technique and a solid keystream of robustness, effectively
outperformed the five benchmark tests, as shown in Table II.

Fig. 6. Time Consumption Comparision

TABLE I
FIVE BENCHMARK TESTS EQUATIONS AND INFORMATION

Benchmark Tests
Test Equation Information on Test

T1 = (M0−M1)2/M
M0: No. of 0’s in keystream
M1: No. of 1’s in keystream
M: total size of keystream

T2 = (4/M − 1)((M11)2 +
(M00)2 + (M01)2 +
(M10)2) − (2/M)(M12 +
M02) + 1

M11: number of 11’s in keystream
M00: No. of 00’s in keystream
M01: No. of 01’s in keystream
M10: No. of 10’s in keystream

P = M
N

, M
N

≥ (5 ∗ 2N )

T3 = (2N/P )(
∑2N

j=1 M
2
j )− P

Mj : No. of appearance of the jth
of length N

Pj = M−j+3
2j+2

T4 = (
∑N

j=1((Bj − Pj)
2/Pj))+

(
∑N

j=1((Gj − Pj)
2/Pj)))

N: maximum j for which Pj ≥ 5
Bj : No. of blocks (sequences of 1’s)
of length j in M
Gj : No. of gabs(sequences of 0’s)
of length j in M

A(k) =
∑M−k−1

j=0 (Sj + S+k)

mod 2 T5 = 2 ( A(k)-(M-k)/2)/√
M − k

k : 1 ≤ k ≤ [m/2]

TABLE II
BENCHMARK TEST RESULTS

Benchmark Tests Performance
Five Benchmark Tests Test value Threshold Result
T1 (Frequency Test) 0.08 3.841 Success
T2 (Serial Test) 0.865 5.991 Success
T3 (Poker Test) 13.133 14.067 Success
T4 (Runs Test) 5.216 9.487 Success
T5 (Autocorrelation) 1.563 1.96 Success

V. CONCLUSION

Increasing applications of UAVs has ushered in a new
epoch of unmanned aerial vehicles in civilian as well as
military sectors, with numerous advantages like economic
and industrial benefits, owing to their easy-to-use, flexible,
and autonomous nature, as well as energy and cost efficiency.
Their usage, however, resulted in a slew of security, safety,
and privacy concerns, which expressed themselves in the
form of a slew of cyber attacks, threats, and difficulties,
all of which are mentioned and discussed in this study. The
vulnerability and security hazards of the MAVLink protocol
are then discussed. A new keystream cipher is proposed in the
current work. Results show that with very modest increase
in time consumption, the security is substantially raised.
We think the suggested keystream cipher is appropriate for
the security of unmanned aerial vehicles (UAVs), which
need strong security yet have little energy and little storage
capacity. During performance testing, we showed that the
suggested keystream technique can be utilised to improve
MAVLink’s security because it maintains message secrecy
without sacrificing performance.
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